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ON THE HEURISTIC GUESS OF 2-DIMENSION LATTICE
ATTACK ON LOW PRIVATE EXPONENT RSA
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ABSTRACT

In two dimension lattice attack on low private exponent RSA cryptosystem, the
reasonable and non-provable guess shows that the private exponent d could be recovered
by finding a shortest vector of a 2-dimension lattice by Gaussian reduction algorithm. The
paper considers the determination of the attack by giving a precise interval of private d
where the heuristic guess in 2-dimension lattice attack on RSA holds and gives a proof for
that heuristic guess.
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TOM TAT
Vé dw dodn trong cdch tin cong dung dan hai chiéu
vao hé¢ ma RSA c6 khoa riéng nhe

Trong viéc tan céng bang dan hai chiéu vao hé ma RSA c6 khoa riéng nho,mét du
dodn hop li nhwng khéng dwoc chimg minh chi ra rang khéa riéng d cia hé ma RSA c6 thé
tim duwoc bang cach im mét vector ngdn nhdt ciia mét dan hai chiéu boi thudt todin Gauss.
Bai viét nay khdo sdt tinh tdt dinh cua viéc tan cong trén bang cach chi ra mét khodng
chinh x4c sao cho néu khéa riéng d nam trong khodng dé thi viéc tin cong RSA bang dan
hai chiéu luén thanh cong, dong thoi dea ra cdach chitng minh chdt ché cho diéu nay.

Tar khéa: dan, thuat toan tim co s& thu gon ctia dan, hé ma hda RSA.

1. Introduction

Besides constructing new variants of RSA, cryptanalysing on RSA cryptosystem
has been concerned by many authors. Some early attacks on RSA had been considered
by G.J.Simmons [7], J.M.DeLaurentis [4]... A remarkable result was made by M.
Wiener in 1990; by considering the continued fraction expansion of% , Wiener showed

in [8] that one can recover d in the case d <§ni, where e, d and n are public key,

private key and the modulus of the cryptosystem, respectively. Lattice reduction based
attacks on RSA was first presented by Coppersmith at Eurocrypt '96 [3]. Lattice
reduced algorithms such as Gauss or LLL algorithms can be applied to recover the
private exponent d in low exponent private key RSA cryptosystem. D. Boneh and G.
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Durfee [2] considered the case where d < n%292, then by solving small inverse problem
using LLL algorithm, one can recover d. Modifying the attack of D. Boneh and G.

Durfee, Blomer and May [1] had improved 0.292 to % — &, where ¢ is the term can be

made arbitrary small by considering sufficiently large modulus n. High dimension
lattice attacks are based on LLL algorithm while two dimension lattice attacks are
based on Gaussian algorithm. Lattice now is an effective tool in cryptanalysing on
RSA.

We wish to investigate the heuristic attack on low private exponent RSA using
two dimension lattice. This attack is indeed mounted from Wiener attack (see [5]) and
based on Gaussian algorithm. Section 2 is devoted to some basic properties of lattices.
The heuristic attack will be recalled in Section 3 together with our work, which
considers the determination of the attack. The last section gives comment about our
approach to the problem.

2.  Lattices
2.1. Background

A lattice of R™ is a discrete subgroup of (R" +), that is a subgroup of (R™, +)
which has the discreteness property. Like vector spaces, a lattice has a basis and each
element in lattice can be represented as a integral linear combination of vectors in
basis. If {b,, b,, ..., b,,,} is a basis of the lattice L c R", then

m
L= {Z n;b;ing,ny,..,n, €L}
i=1

The fundamental domain for L corresponding to the basis {b,, b,, ..., b,,,} is the set

T(bll bz, ey bm) = {tlbl + tzbz + .+ tmbm: tl E R,O S tl < l}.

The n-dimension volume of F(by,b,, ..., b,,) is called the determinant of L and
denoted by det(L). We have the Hadamard’s Inequality as follows

det(L) < [Iby b2l .. 1B I,
where [[v]| is the Euclidean norm of a vector v € R™.

Some problems on lattices sush as finding shortest vector problem, finding closest
vector problem... can be easily solved when an orthogonal basis of lattice is
determined. Unfortunately, a lattice may not have an orthogonal basis. Therefore,
finding a “near orthogonal” basis, or an “optimal basis” is a problem has been

concerned by many authors. Two famous algorithms for finding such basis are
Gaussian and LLL algorithms, we call those algorithms as lattice reduction algorithm.
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2.2. Gaussian algorithm

We recall Gaussian algorithm in this section. For a vector v € R?, we denote ||v]|
for the Euclidean norm of v and (v,,v,) for the inner product of two vectors v,,v, € R2.

Let v;,v, be two independent vectors in R? and L < R? be the lattice spanned by
vy, v,. Gaussian algorithm is applied to basis v,, v, and yields a good basis 77, v, for L.

Input: a basis {v,,v,} of a lattice L c R?.
loop
ifflv, 1l < llv,lIthen
swap v, and v,
end if

Compute m =

(v1,V2)
llv 112

vz = 172 — lm + 0.5Jv1
until flv, |l < llv,l
Vi =V, V3 = Uy

Output: a reduced basis {77, 7,} of L.

Gaussian algorithm
7; Is a shortest vector in L and the angle 6 between 7} and v, satisfies |cosf| <
s0 in particular we have = < 6 <~ or ¥1.7)

llvs 112

)] + 3 iterations [9], where 4, is the second minima of

7=l
7

terminate in at most [Iogl+ﬁ(

<. The Gaussian algorithm will

(oA
2
L.For more details on Gaussian algorithm, we refer the reader to [8].

2.3. Properties of reduced basis in two dimension lattice case

Suppose that {v7, 75} is the reduced basis of lattice L when applying Gaussian
algorithm to a basis {v,,v,} of L. We first show that w; is the shortest vector which is
independent to 77, it means that there is no v € L such that ||v|| < |lv,|l and 77, v are
independent.

Proposition 1. Suppose that L < R? is the lattice spanned by two independent
vectors v;,v, € R% Apply Gaussian algorithm to basis {v,,v,} of L and yield basis
{v1,73}. If v € L,v # 0 satisfying ||v|| < ||73]| then v = s7; with s € Z.

Proof. Since v € L, then v = s7; +rv, with s,r € Z. Assume the contrary that
r # 0, consider three following cases.
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e Case | of |s| =1 and |r| = 1: In this case we have
lvll* = |Isv; + 7512 = |7 £ 7,112
= |73l + |77 11 + 2(77, 73)

2 1

27 lvyli?
. 1o 1 1, (U17)
in <> then-=% > 0. Hence,
Since oz | = 2° en; vz = ence
1 (71,7,)
vl = Ilv_zI|2+2I|v_1I|2<—i > |7, |2
27 |lvgll?

e Case 2 of |s|>1or|r| > 1:

If |s| = |r| then

lvll? = s?|177 £ 7,11* =2 s?17]1° = (1711

If [s] # |r| then

lvll? = s?|[v7ll* + 2o, | + 2st(vy, 77)

= s?|| 7|12 + 2|7 I1° - 2lst]. (77, 7o)

172117 + s2|71]1? + (2 — D[T|* — 2|st]|. K75, 72)
> |77 + s?[|7L]1* + (r2 = DTN = Istl. 171117
= 17117 + (s* + 1% — |sr| = D777

= 172117 + ((Is] = Ir])? + |sr| = D7]|?

> |77

since (Isl =|rD?-1=>0.

e Case 3 of s = 0: In this case, ||v|| = ||[77;|| = ||7;|| since r # 0.

Thus, all three cases above lead to ||v|| = ||7]|, a contradiction. Therefore, we
must have r =0 0r v =s7;. m

3. Two dimension lattice attack on RSA cryptosystem
3.1.  The heuristic attack

Consider the RSA cryptosystem, where the modulus n is the product of two
distinct primes p and q, e and d are public and private keys, respectively. We recall the
argument of reasonable guess in 2-dimension lattice attack on RSA in the case d < nie
in [6] as follows. Suppose that p and g are balanced, then p = 0(v/n) and g = 0(v/n),
therefore p(n) = (p — 1)(q¢ — 1) = n + 0(v/n). Since ed = 1(mod ¢(n)) then there exists
k=0(d) such that ed =1+ke(n) =1+k(n+0(¥n)). It deduces that ed — kn =
kO(v/n). Denote | = ed — kn then | = 0(d+/n). Consider the lattice L ¢ R? spanned by
two vector v; = (e,v/n) and v, = (n,0), then L contains t = dv, — kv, = (I, dv/n). Since

lIt]l = V12 + nd? ~ dv/n and (vol(L))% = n%, then ¢t could be a shortest vector in L if
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dyn < n%, or d < ns. So in the case d < ni, one can find out ¢ by Gaussian reduced basis
algorithm and hence, the private key d could be recovered.
3.2. Experimental study

In our experiments, two balanced primes pand g are generated then both shortest
vector in L as well t are computed. We discovered many cases where the heuristic
guess above does not holds. In the argument in section 3.1, the relation O could miss

some constants, then some factor in the conditiond < n« could be ignored. We are thus

led to the following problem: find a constant « such that if d < ans then t is a shortest
vector in L.

4. The determination of the heuristic attack

Consider the RSA cryptosystem as mentioned in 3.1. Assume that p and q are
balanced, as in [2] we use the condition %x/ﬁ < p,q < 2+/n for this. Typically, we can
suppose that 1 < e, d < ¢(n) = (p — 1)(q — 1). Since ed = 1(mod ¢(n)), thened =1 +
ko(n) with k € Z. We firstly estimate k and ed — kn as follows.

Proposition 2. Suppose that n = pq is the product of two distinct primes p and q,
e and d are positive integers satisfying 1 <e,d < ¢(n) and ed = 1 + kg(n). Then

a) k<d.
b) led — kn| <2dvn.

Proof The proof is straightforward as follows.

a) Sincee < ¢(n)then 1+ kp(n) =ed < dp(n). Hence, k < d — ﬁ <d.

b) Wehaveed =1+kp(n)=1+k(p—-1)(q-1)=1+k(n+1—p—q).
Denote a = - then p = avn, =-ynand; <a <2 Then

led — kn| = |k(p +q — 1) — 1| < |k(p + q)| = kv/n(a +>).

It is easy to check that a + i < % forall a € (%, 2). Therefore,

led — kn| <kx/ﬁ(a+§) < kvn<idyn.m

As in 3.1, from now on we denote v, = (e,x/ﬁ),vz = (n,0) and consider the lattice
L c R? spanned by v,,v,. Then t = dv, — kv, = (ed — kn,d+/n) is a vector in L. Apply
Gaussian algorithm for basis {v,,v,} of L then yield a basis {v7,7,}. The following
proposition estimates the norms of ¢t and 7.

Proposition 3. Let n, e, d be the integers as in Proposition 2, L denote the lattice
in R? spanned by two vectors v, = (e,vn), v, =(n,0) and ¢ =dv, — kv, = (ed —
kn,d+/n) € L. Suppose that {7;,7,} is the reduced basis when applying Gaussian
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algorithm to basis {v,,v,} of L. Then

) el <Savn

b)  I7ll = na
Proof.
a) It follows from the Proposition 2 that

el = J(ed —kny? + (@? < J Gavw) + @) = Lavm

b)  We have det(L) =

aals | =n

According Hadamard inequality, det(L) < ||77]]. ||73|l. It yields that

n/n < |7l 173l < (17117

Therefore, n% <|7;l]. m

Proposition 4. Under the assumptions in Proposition 3, if v is a vector in L

satisfying t = sv with s € Z then s = +1.

Proof.

Note that gcd(d, k) = 1sinceed =1+ k(p — 1)(q — 1).

Since v € L then v = av, + bv, = (ae + bn,a\/n) with a,b € Z.
It follows from ¢ = sv that

{ed — kn = s(ae + bn)

dvn = sa/n.
Thus,
ed — kn = sae + sbn, (1)
and
d = sa. 2

Replace d from (2) into (1) implies that

esa — kn = sae + sbn,

or

k = —sb. 3)
It deduces from (2) and (3) that s is a common divisor of d and k. Combining this

with gcd(d, k) =1 leadstos = +1.m
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Proposition 5. Under the assumptions in Proposition 2, if d < %ni then ¢t is a
shortest vector in L.

Proof. According to Proposition 2 and Proposition 3 we have

Iell = JCed — k)2 + (i)’

(Gev) + (v

It follows from Proposition 1 that ¢t = s7; and then deduces from Proposition 2
that s = +1. Therefore, t = +77 is a shortest vector in L.m

5.  Conclusions

The paper shows that in the case d <%n% then the private key d in RSA

crytpsystem can be recovered from the vector t = (ed — kn, dv/n) which is found by
Gaussian algorithm. The constant % can be larged depending on some conditions. If

we use the condition p < q < 2p for the balance of p and ¢ then we obtain p <+/n,q <

V2n and p + g < (1 + v2)vn. By similar argument, if d < ——

1

—na2 then t is a shortest
4+2ﬁn4 e s a shortes
vector in L.

As mentioned above, if d < na then the heuristic guess in 2-dimension lattice
attack on RSA does not always holds. However, experiments have showned that if

d ~ns then that heuristic guess still holds in many cases. We constructed RSA
cryptosystems where p, g are two consecutive 32-bit primes and the private exponent d

satisfying %ni < d < ns then the percentage of the cases where the heuristic guess holds

IS 65%. This arises an following open problem: find out some extra condition which
ensures the heuristic guess in 2-dimension lattice attack on RSA.
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